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EXAMPLE JOB DESCRIPTION
Chief Information Security Officer
Cybersecurity Strategy, Risk, and Resilience
REFERENCE RESOURCE - NOT A JOB POSTING. This example does not represent an open position with the School Data Leadership Association.
Position Information
	Department / Division
	Insert district-specific department or division

	Classification
	Classified Management (illustrative; local review required)

	Employment Status
	Full-time; insert district-determined exempt or nonexempt status

	Work Year
	Insert annual workdays or work-calendar information

	Salary Range
	Insert salary schedule and range

	Bargaining Unit
	Insert bargaining-unit or unrepresented-management designation

	Primary Location
	Insert district-specific primary location

	Position Number
	Insert district position or classification number


Position Description
Under the direction of the appropriate district administrator, the Chief Information Security Officer leads the district cybersecurity program and advises executive leadership on material information-security risk, controls, incidents, resilience, and investment.
The position connects policy, people, process, information, and technology; establishes repeatable practices; makes unresolved risk visible; and supports continuous improvement without displacing the authority of designated program, legal, privacy, security, fiscal, instructional, or executive decision-makers.
Reports To
Illustrative reporting relationship: Superintendent, chief information officer, chief business official, or other executive with direct escalation access appropriate to local governance. Insert the school district’s approved reporting relationship here.
Required Education and Credentials
Required
Bachelor’s degree in cybersecurity, information systems, computer science, engineering, public administration, or a related field; a graduate degree is preferred.
Relevant cybersecurity certification such as CISSP, CISM, CISA, GIAC, or comparable evidence of competence is preferred and may be locally required.
Successful completion of all district-required employment clearances and assigned privacy, security, accessibility, records, and safety training.
Preferred
Graduate study, advanced coursework, or current professional learning directly related to the position’s assigned scope.
Relevant training in project management, facilitation, change management, data-informed improvement, and public-sector service.
Required / Desired Experience
Required Experience
Progressively responsible cybersecurity leadership spanning governance, risk, architecture, operations, incident response, vendor risk, and workforce development.
Experience coordinating deadline-driven work with multiple departments, users, or school sites.
Experience handling confidential information and documenting decisions, exceptions, and completed work.
Desired Experience
K–12 or public-sector experience implementing the NIST Cybersecurity Framework, CISA guidance, identity security, zero-trust principles, cloud security, testing, recovery, and executive reporting.
Experience developing procedures, training users, improving processes, and supporting continuity during staff or system changes.
Essential Duties and Responsibilities
Security Governance and Risk
Develop cybersecurity strategy, charter, policies, standards, risk methodology, control baseline, exception process, and multiyear roadmap.
Maintain a current view of critical services, information assets, threats, vulnerabilities, dependencies, controls, owners, and residual risk.
Advise executive leadership and governing bodies on material risk, incidents, investment choices, accepted exceptions, and overdue remediation.
Security Architecture and Operations
Set security requirements for identity, networks, endpoints, cloud, applications, integrations, data, logging, backups, and administrative access.
Coordinate vulnerability management, secure configuration, detection engineering, monitoring, penetration testing, remediation validation, and threat intelligence.
Partner with technology owners to embed security in architecture, acquisition, projects, changes, and service lifecycle decisions.
Incident Response and Resilience
Maintain and exercise incident-response, ransomware, communications, evidence, continuity, disaster-recovery, and cyber-recovery plans.
Coordinate triage, containment, investigation, eradication, recovery, notification support, lessons learned, and return-to-service criteria.
Verify recovery capabilities through protected backups, restoration tests, dependency analysis, alternate procedures, and executive exercises.
Third-Party Risk and Workforce
Establish proportionate security review and contractual requirements for vendors, cloud services, applications, integrations, and material changes.
Deliver role-based security awareness, simulations, technical development, and leadership exercises tied to observed risk.
Develop security staff, metrics, documentation, succession, and partnerships; perform other related duties consistent with classification.
Required Skills and Abilities
Knowledge of
NIST Cybersecurity Framework, NICE Framework concepts, CISA K–12 guidance, threat and risk management, security architecture, and control assessment
Identity, network, endpoint, cloud, application, data, vulnerability, logging, detection, response, backup, recovery, and secure configuration practices
Student and employee privacy, records, breach and incident coordination, vendor risk, cyber insurance, public-sector procurement, and responsible disclosure
Executive risk communication, policy, audit, workforce development, tabletop exercises, continuity, and crisis leadership
Ability to
Translate technical findings into decision-ready risk statements, treatment options, owners, deadlines, and residual risk
Maintain appropriate independence while partnering constructively with technology, privacy, legal, program, and executive leaders
Lead calm, evidence-preserving incident coordination under uncertainty and time pressure
Prioritize controls by mission impact and threat rather than tool availability or compliance theater
Assess vendor and cloud claims critically and require evidence proportionate to risk
Build a security culture through usable controls, role-based learning, transparent exceptions, and accountable leadership
Work Environment
Work is performed primarily in district offices, schools, meeting rooms, training environments, and other computer-based professional settings, with remote participation as authorized.
The position requires extended computer use and detailed review of records, systems, reports, procedures, communications, or technical documentation.
Work involves frequent coordination with executive leaders, CIO and technology teams, privacy and legal staff, school leaders, employees, insurers, law enforcement, vendors, and public partners.
The employee may encounter competing priorities, interruptions, confidential matters, fixed deadlines, and time-sensitive problems requiring calm, documented judgment.
Workload may increase during school opening and closing, reporting cycles, audits, major changes, incidents, and other critical district operations.
Other Requirements
Successfully complete required criminal-record, fingerprint, and employment clearances.
Complete a tuberculosis risk assessment and any examination required by applicable law or district policy.
Complete district-required cybersecurity, privacy, accessibility, nondiscrimination, workplace-safety, and records-management training.
Maintain professional confidentiality and comply with district policies governing records, information security, acceptable technology use, conflicts of interest, and data access.
Travel between district offices, schools, meetings, training locations, and professional-development activities as assigned.
Possess a valid California driver’s license and maintain insurability when driving is an essential function of the position.
Occasionally work evening, weekend, or extended hours during critical operations, incidents, deadlines, public meetings, or system transitions.
Regularly sit, stand, walk, speak, hear, read, and operate computers and standard office equipment; occasionally lift, carry, or move records, equipment, or supplies weighing up to 25 pounds.
Perform the essential functions of the position with or without reasonable accommodation.
Document Control and Local Adoption
	Governing Board Approval Date
	Insert date

	Effective Date
	Insert date

	Last Revision Date
	Insert date

	Human Resources Review Date
	Insert date

	Job Description Number
	Insert number

	Salary Schedule Reference
	Insert schedule

	Governing Policy Reference
	Insert applicable policy

	Collective Bargaining Reference
	Insert if applicable


LOCAL ADAPTATION REQUIRED. This description identifies the general nature and principal responsibilities of the position. The employing district should identify the position's actual essential functions and revise all requirements to reflect its operations, board policies, collective bargaining agreements, and applicable laws. Local human-resources and legal review is recommended before formal adoption.
SDLA EXEMPLAR AND USE NOTICE. This exemplar Chief Information Security Officer job description is provided as a free resource for school districts by the School Data Leadership Association. It is an educational reference template, not an employment announcement or recruitment by SDLA. It is intended as a customizable starting point and does not constitute legal, human-resources, employment, or regulatory advice. SDLA makes no representations regarding its accuracy, completeness, currency, or suitability for a particular organization, position, or jurisdiction. School districts are welcome to use and adapt it.
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